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N9 Self-Sign Certificate HTTPS

Self-Sign certificate HTTPS
1. §519 Application ¥uulnai

1.1 File > Applicatipn > Open %38 Ctrl+O

File Edit Wiew Creake Actions  Administration  Mail Help

Qpen Enter = P = ﬁ@a%ﬂ l

Open Server, ..
Open in Mew Window

lose (Zhr |4, _]
Documnent Properties

er... | Messaging.. I Replication | Confi

3 Properties
Replication ] Access Conkral...
Mobile » Make Available OFfline. ..
Instant Messaging 4
Import... e, .., Chrl-+r
Expart... —_
Print. .. Chrl+p B O
Publish...
Page Setup...
Deleta. ..
Preferences ;
) archive. ..
Securiby

Refresh Design...
Exit Administrator Elres es?gn
———cprrarnee = Replace Design...

» (I Reports for Maill/5vR  Design Synopsis. .

1.2. 1@9n Server fiABIN15a519 21U Angn Show advanced templeates
Title WA cca
Templete 1@on Domino Certificate Authority

New Application HEB

Server  [Maill /SVRAwwicarp Lok |

Title Jecd Cancel |
File name Icca.nsf

N
[~ Create full text index for searching

Sever  |Mall /SYRAWwoarp =]
BB DOLS Resource Template -]
m Domino Administrator [3.01)
L 1 _I
Tendke bH Domino Blog [9)

Domino Certificate Autharity

m Domino Certificate Publication Requ
m Domino Change Control [B) ;I

File: name IccaED.ntf About.. |

¥ Show advanced templates

¥ Inherit future design changes

4

| KTN Business Solutions Company Limited Page 2 of 13




N9 Self-Sign Certificate HTTPS

2. \Un Application ig51913%uwun 1dan cca a2 open

Open Application

Laok jn: [Maill /54 Awtw/carp |
|@ Administration Reguests & Open
€ Discussion [% Cancel

& Doctor Motes
Bookmark...

@ Damino Dormain Monitor [3)

@ Domino LDAR Schema [B) Abaut.

@ Homepage [9.0)

& |BM Motes/Doming Fault Reparts

@ IBM Motes/Domino Smart parade Tracking Reports - Wwicorp LI

File name: |cca.n$f Browse... I

iy |

3. 1@an 1. Create Certificate Authority key Ring & Certificate

[ [Fur= aFomda S o=
o (3 @ |[5 oo Casetup rawn 1 MaliSM/ o) EM...| B) it oo, | & Dcover M Netes |m| Dee e
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3.1. 1d - Password KeyRing
- YUA Key Site
- @379 Distinguished Name
- Adn Create Certificate Authority Key Ring
l - b i 2UEEEF-CQECHUASLF |

jQn &8

Wiw/CORF Domain - Maill /5%, cca - CASetup - Mavigator 2 ;h Create Certificate Authority...

j Create Certificate Authority Key Ring
This form lets you create the Certificate Authority key ring.
e
1ir Quick Help
~ Key Ring File rIC:»'B«Key.Ier Specify the file name and
& Mame password for the key ring,
Key Ring r**********J
Passwiord
Faszsward Verify r“"‘*‘"‘“‘“‘*;
71024 4=
Common Mame: J—KTNEISJ The Distinguizhed Mame
Organization T KTMbusinesssolution 4 PdVUVI‘F'BS)’DUE:UN!?UE
L r q identity as a Cerificate
Sagitanlzatlonal kA5 g {optional) Autharity, This is the
. . . . information thatwill dizplay
City or Locality J—EiangkokYau {optional) T Dol cerlieeres
State or Province J—EiangkokJ ino abbreviations) that you sign.
Country J—THJ (two character country code)
Create Certificate Authority ey Ring

3.2. Aan OK

| Key ring created with self signed trusted root certificate

Your Cenrtificate Authority key ring has been created.

K.ey ring file name:
cUBRMotes\DatalCak ey kyr

Distinguished Name:

Commaon name: KTHES
Cirganization: kThbuzineszzolution
Qrganizational unit; [IES]

City: Bangkak ai

State: Bangkak

Country: TH

Thiz cerificate iz valid fram:

Today to 051352024
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4. 1d9n 2. Configura Certificate Authority Profile

@ cca - CASetup - Navigator - I8M Domino Administrator =12l x|

I I
[an &d]

“WWCORP Domain Mail/SV... | ) Adrin Notes/AWWsorp 3| 4 cea - CASetup - Navigator X

Ele Edt View Creats Help

P Certificate
o Authority 1. Create Certificate Authority Key Ring & Certificate
[ 2 Configure Certificate Authority Profile
3. Create Servr Key Ring & Cortifcate
-]
3 [oie 4
=[x .. | &) e 1t i Discover - IBM Notes | B [ s szazem

4.1. NMNUA - part Va3 CA Key file
- Certificate Server DNS Name
- Use SSL for certificate transaction?
- Certificate Server Port Number
- Mail confirmation of signed certificate to requestor?
- Submit signed certificates to AdminP for addition to the
Directory?

- Default validity period (Expire Date)

!l RENIEIOIY | KTN Business Solutions Company Limited Page 5 of 13
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[ "] b i PHEBEEF-FLUECHALF |

Q% & &l
:h Certificate Autharity Prafile 3¢

WACORP Daomain - Maill /5. ;}; cca - CaSetup - Mavigator 2

Certificate Authority Profile

r ze thiz form to configure zettings needed by the Cerificate Autharity application.
L=
ir Quick Help
- CA Kev File rC:l|.|EMINDtESIDataImKE}’.k}’FJ -The narme of the CA key

ring file iz stored here
autormatically when vou
create it. If vou move the CA
kew ring file, you must
update the path here zo the
application can find it

Cerificate Server " localhost - The DMS for the zereris

DS Marme rmaill woacorp.com g needed for the automatic
generatiaon of the e-mail
thatiz sentto users for
cerificate pickup.

IJze S5L far res Ifthiz iz selected, the
certificate autornatically generated
tranzactions? e-tnail will contain a
reference to the S50 part far
zecure certificate pick-up
Certificate Server J-'EH:IJ - The port number iz alzo
Part Mumber needed for the autarmatic

generation of the e-mail
that iz sentto users for
ceificate pickup. Thiz iz
the TCRIP port an which
the Cerificate Serverwill be

running.
kdail confirmation : Selecting thiz default option
of zigned iz far an e-mail
cerificate to confirmation of a signed
requestor? cetificate request
Subrmit zigned ¥ ‘ves Selecting thiz default
cetificates to aptian iz for the zigned
AdrminP for cerificate requestto be
addition to the subrnitted to the
Directory? Adrrinistration Process for

ztorage of the cerificate in

the Darmino Directory
Default validity rEJ Thiz iz the default nurmber
period of vears that the zigned

cerificate iz valid

Save & Clu:usel
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5. 18an 3. Crete Server Key Ring & Certificate

& cca - CASetup - Navigator - IBM Domino Administrator =18 x|
Fie Edt Yiew Create Help

I
Qn &

WAWCORP Darnain - Maill /5V... | [0 Admin NotesAwhwicors 3| 4 coa - CASetup - Navigater 3¢

darino

Certificate Authority Setup

Xn

.
&
&:

Certificate
Authority 1. Create Certificate Authority Key Ring & Certificate

L.2]

[

2 Configure Cortificate Authrity Brafile

[ 3. creapy server xey fing & Certicate

Server
Certificate

Clignt

Certificate-
cient
Registration

g
Requests
1

View
Certificate Authority
Key Ring

|
[ ) [Runs a Formula <)[=0 =] (2 <] [Grine -
@istan| | (3 @  |[G cca-CaSetup-Navig... L1 MallistRiwwieom: 1M .. | & bttps:fimait wreorp.co... | | W S 12:23PM
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5.1. AUUA

Keyfile.kyr
Password Key Ring
Key Site

CA Certificate labal

Server Distinguished Name

AANTI Crete Servere Key Ring

W CORP Domain - Maill25Y... | 44 cca - CASetup - Mavigator ¢ | 4 Create Key Ring X

Create CA Server Key Ring

Uze thiz form to create the server key ring for the CA zerver. When vou submit the form, Domino will
carry out all the internal steps of creating the zerver key ring, creating the server cerificate request,
zigning itwith the CA& certificate, then installing the G4 certificate and the signed server cenificate into
the zerver kew ring.

Wote: Once the zerver key ring haz been created, you should uze the Server Cerificate Admin
application to view and manage the server key ring contents,

k.ew Ring File Jdkeyfile.kyu Specify the name and
Marme: pazzword for the server key
Kev Ring r B ring file wou are creating.

Password:
Pazsward Yerify r***’“‘““*J

key Bize: 1024 4= key Bize iz the zize of the
publiciprivate kev pairin
bitz. The larger the key
zize, the greater the
encryption strength.

Mote: “With International
Editions of the Domina
server, the 1024 bit key size
can only be uzed it you
qualify for and have

[*w#/CORP Domain - Mail /5Y... | % cea - CASetup - Navigator | £ Create Key Ring |

Mote: “With International
Editions of the Domino
server, the 1024 bit key size
can only be uged ifvou
qualify far and have
purchazed a Werizign
Global Server 1D

Ca Cerificate rG.t’-"«Kem:uairJ Thiz label identifies the Ca

Label Truzted Root certificate that
iz autornatically inztalled in
the gerver key ring you are

creating.
Common Mame: " localhost The Distinguizhed Mame is
Friaill wiCorRLCOrn g & 0., Wk FYS ERE GO the infarrmation that
Organization: " KTMbusinesssolution g uniquely identifies your site.
Organizational erSJ {optianal) Mote: The Comman Mame
Unit: should be the URL of woaur
City or Locality: rElangkok Yai g (optional) Ch'web site. Some

browesers check the

Comrmon Mame and the
Cauntry: rTHJ (hivo character country code) site UBL, and do not allow

State ar Province: rElangkokJ (no abbreviations)

a connection if they don't
rnatch,

Create Server Kep Ring |
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5.2. S¥ysWar1u Password > Ok

Enter Password

H EH
Ca'z key file pazsword? o BRSMotessD ata\Cakey. kur | Ok, I
I xxxxxxxxxﬂ

Warning: An application that iz not [BM MNotes or Domino may
be prampting you for thiz pazsward. [F you da not know the

gource of thiz prompt, providing a password may be a security
risk.

6. 8519 Hosts Shortcut

- AAN Browse...

Create Shortcut x|

This wizard helps you to create shorbcuks to local or
netwark programs, files, Folders, computers, or Internet
addresses,

Type the Iu:u:atiu:u'ﬁ af the itermn:

Browse, .. |

Click Mext to continue,

= Back [ext = | Cancel I

| KTN Business Solutions Company Limited Page 9 of 13
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- 1@an hosts > OK

Select the karget of the shorkcut below:

Create Shorkcut

@ Desktop
lD Ty Diacuments
= -j Ty Campuker
= = Lacal Disk {Z:)
[C5) Documents and Settings
[C5) 1BM
[C5) 18M Domino
[ Program Files
) WINDOWS
) system3z
[C5) drivers
El ) ke
gm.dls

E] gmreadme. bxt

| v

EI Imhosts. sam
networks

protocal LI

Make Mew Faolder | [o]4 I Cancel |

Z

¥
o/

- m%a hosts > Finish

Select a Title for the Program x|

Type a name For this shorkeut:
I hiosts

Click Fimish to create the shaorkcuk,

< Back I Finish I Cancel
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7. autUanan W8 hosts

7.1. AU IP > Server > url > Uuin

B hosts - Notepad 10l x|

Eile Edit Format Yiew Help
Copyright (c) 1993-1999 Microsoft Corp. =

This is a sample HOSTS file used by Microsoft TCP/IP for windows.

#

#

#

#

# This file contains the mappings of IF addresses to host names. Each

# entry should be kept on an indiwvidual line. The IF address should

# be placed in the first column followed by the corresponding host name.

# The IP address and the host name should be separated by at least one

# space. I
#
#
#
#
#
#
#

Additionally, comments (such as these) may be inserted on individual
Tines or following the machine name denoted by a '#' symbol.

For example:

102.54.94.97 rhino. acme. com # source server
# 38.25.63.10 X.acme. com # x client hest
127.0.0.1 Tocalhost
10.10.10.1 maill maill.wwoorp. com
Ja 5y

8. Run A1d9 command
- 1U#i Server Console AanTi tab Server > Status > >AaN# Run (Uudven)

- WUWAES | updoll httpd 7 command > Enter 2-3 A39

& WWCORP Domain /MW corp - I6M Domino Administrator =181 x|
Fle Edt Administration Lve Conscle Help
IEEEEL]

Qg &8

JWWEEIRP Dormain - Maill /... | |Admin Notessww/cor 3| i coa - CASetup - Navigator X

[ Pesle & Grougs | Filss | Server.. | Massaging... | Replcation | Configuation

4 Status | Anslsis | Montoring | Statistcs | Perfomance |

Server: Maill /SVRMWW corp n [ m
e Fielease 5.0.1 on Windows/2003 5.2 ntel Pentium Feoro siop | O
Aif| @ Server Tasks
| A NalesUsers
B Databass Lssrs
D Interret Users
Server Console
v [ Schedules
3 Progiams
Qs Agerts
B, Mal Fiouting
®; Repiicalion
i3 DOM
and issued
Domino Command: | TR INA0T | Send v| | commands.. |~
[ “J[=2 2] (12 +) [Drine BE=E
@start| | (G @  |[ & wweore pomain-m.. T Wi SR WYCorps 15 o | ) httpsi fmail sswearpca... | | WY S 1237 P
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9. NAEU

a g 14 1 1%
- 1Wa Browser Juun waald url : https://maill.wwcorp.com/ W&1 Enter

/3 Internet Explorer Enhanced Security Configuration is enabled - Microsoft Internet Explorer =21 x|
Fle Edt Mew Favorites ook Help ‘ >
QBack - ) - [ (2] P seach JrFavortes @ [0 b B
Ahess | hetps:jjmailt uwicorp.com/| B
Internet Explorer Enhanced Security Configuration is enabled
Internet Explarer Enhanced Security Configuration is cufrently enabled on your server. This configures a number of security settings that define how users browse Internet and intranet Web sites, The
configuration also reduces the exposure of your server fo Wab sites that might pose a security risk, For a complete list of the security settings in this configuration, see Effects of Internet Explorer
Enhanced Security Configuration
This enhanced level of security can prevent Web sites from displaying carrectly in Internet Explorer and restrict access to network resourees, such as files an Universal Naming Canvention (UNC) shares.
1f you want to browse a Web site that requires Internet Explarer functionality that has been disabled, you can add the Web site to the inclusion lists in the Local intranet or Trusted sites zanes. For more
information, see Managing Internet Explorer Enhanced Security Configuration,
B
(),
& [T T memes

Aistart| | (G @ | & wwcorp boman -Mat,..| (T] MaltjsvRpwcor: 81 .| [&] Internet Explorer En... | ‘ W 208 P

9.1. Aan Ok

Security Alert |

Ary infarmation pou exchanage with this zite cannaot be
viewed by anyone e% on the Web.

™ Inthe future, do not show this warming

More Info |

9.2. AN Yes

Security Alert x|

ri‘l Revocation information for the security certificate for thiz zite iz nok
available. Do you want to proceed?
? lable. D b d?

Mo Wiew Certificate

!l RENIEIOIY | KTN Business Solutions Company Limited Page 12 of 13




N9 Self-Sign Certificate HTTPS

9.3. AaNn Yes

Security Alert x|

ri"ﬁ |nfarmation you exchange with thiz zite cannot be viewed or
?. changed by otherz. However, there iz a problem with the zite'z
* zecurty certificate.

& The zecurity certificate was izzued by a company you have
not chozen to trust, Yiew the certificate to determing whether
you want to bzt the certifving autharity.

ﬁ The zecurity certificate date iz valid.

The name oh the securnty certifizate iz invalid or does not
ratch the name of the site

Do you want to proceed?

Mo Wiew Certificate
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